oCIo

Digital Cinema Solutions

FLM Exchange Web Service

Technical Specification

02/17/2010



cep

FLM Exchange Web Service Technical Specification v1.3

Revision History

1.0 6/11/09 Initial public release. Jen Rehling

1.1 7/14/2009 | Update to FLM Non-Critical Extension Scott Emberley
version 8.0.0.5

1.2 8/25/2009 |Added GetUpdatedFacilityListSince and Scott Emberley
GetFacilityList

1.3 2/17/2010 | Updated the web service URLs Scott Emberley
Updated Sequence Diagrams
Removed deprecated methods

Contact

Tom Schmidt Director of Technology tom@dcipllc.com

All rights reserved Page 2 of 13 Date: 3/5/10


mailto:Scott.Emberley@dcipllc.com

cep

FLM Exchange Web Service Technical Specification v1.3

Table of Contents

TADIE OF CONTENTS ....eeiiiiiieeeeee ettt e e e ettt et e e e e e s e bbbttt e eeeeesaanbbbeeeeeeesssnnbrbaeeeaeenns 3
R 10N o To (U ot i o T NPT P PP PP PP PPPTPPPPP 4
1.1 Y olo] o1 PO UPPPRPPPPRRPPPR: 4
1.2 RETEIENCES ...ttt ettt e e e e ettt e e e e e s e bbbttt e e e e e e s aabbeeeeeeeeesaannreaeeas 4
1.3 (00T o)V g 7= a1\ (o 4 ol IO PPPPPPPRt 4

2 DCIP FLIM WED SEIVICE ...cieiitiiieiiiiee e ettt ettt ettt e st e st e s st e e s et e s saneeeesaneeee s 5
2.1 Web Service Connection Information (ProdUCtion)............eeeveevevevereveeeeerreeeeeeeeeeeerererereeerereeeee. 5
2.2 Web Service Connection INformation (TEST) ......evevrverieerriiereeeeeeeeerererrereeererreererrereeereee——————————. 5
2.3 Web Service AULhOFIZatioN ........cviiiiiiiie it 5

3 Web Service MEhOUS . .....cooiiiiieie et e s e 6
3.1 GEEFLIM e e e s e e e s e e e s e e s araeee s 6
3.1.1 METhOd Parameters .......coocueiiiiiiiiee ittt e e s e e s e s e e 6
3.1.2 EXCEPTION IMESSAZINEG cevuuiiiiiiiiiiiiie ettt ettt e ettt e e et et s e e et e e e eaa s e eearaseaaanassasannnseenens 7
3.1.3 GetFLIM SeqUENCE DIaBram.......iiiiiieieiiiiieeeeiiieseeetis e ettt s e eetisseeeaaseetanaseaeanssesennnsseennnneans 8

3.2 GetUpPdatedFacilityLiStSINCE . .uuuiiiiieiiiiiiiiieiieeeieeieeeereeeeerreeereeeeeeeaeeereeseserssesaeesesessssaresrssssrersesrnnes 9
321 METhOd Parameters .......cooiviiiiiiiiiee ittt e s enreee e 9
3.2.2 EXCEPTION IMESSAZINEG covvuiiiiiiiiiiiiie ettt ettt e ettt s e et et s e e et e e e eaa s e eearasesaanassanannnseeeens 9
3.2.3 GetUpdatedFacilityListSince Sequence DIiagram ..........uuveveveeeeeeeeieeeereererrreeerrerrereree.. 10

3.3 LG 2= T 1 Y 1 PP PPPPPPPRt 11
33.1 MELThOd Parameters ......ccoovuiiiiiiiiiie et et e s 11
3.3.2 EXCEPTION IMESSAZINEG cevvuiiiiiiiiiiiiiie ettt s e et s e ettt s e et aas s e eeaa s e e saraseeeananseannnnnaans 11
3.3.3 GetFacilityList SEQUENCE DIaBram .......cuuviiiiiieiieieiiieeeeeeeeeeetererererreererreererereerr————————. 11

I 1N o o= o Vo L PP PPPPPPPPRt 12
4.1 Y L= ] o Y 1T PP 12
41.1 FLM Site List EXampPle ..ocooeeeeeeeeeeeeeeee 12
4.1.2 Site LISt TYPE SCREIMA .eeiiiiiiiiiiiiiiieiieeeeee ettt eeeeeeteeee et eeeeeeeeeseeeasesssssssssssssssssssssssssssssssssnnrnnns 12

4.2 SAMPIE FLIVI RESPONSE. ....evviiieiiiiiiieeieeeteeeeesereeeereesessssesessrssssssssssssssssssssssssssssssssssssssssssssssssssssnns 13

All rights reserved

Page 3 of 13 Date: 3/5/10



cep

FLM Exchange Web Service Technical Specification v1.3

1 Introduction

This document outlines the DCIP FLM Exchange Web Service that will be available to external users to
retrieve Facility List Messages (FLM) that will be produced by the DCIP systems. The FLM will provide
information about DCIP digital deployment participating exhibitor theater sites and equipment in order
to aid in the exchange of X509 certificate information.

1.1 Scope
The scope of this document is to outline the Web Service access information and available retrieval
methods for external users.

1.2 References
The following documents should be used as references for the DCIP FLM:

[DCIP FLM] DCIP Facility List Message Non-Critical Extension
[SMPTE 430-3] SMPTE Standard 430-3 D-Cinema Operation-Generic Extra-Theatre Message Format
[SMPTE 430-7] SMPTE Standard 430-7 for D-Cinema: Facility List Message

1.3 Copyright Notice
Copyright 2009 Digital Cinema Implementation Partners (DCIP)

See the NOTICE file distributed with this work for additional information regarding copyright ownership.

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License. You may obtain a copy of the License at:

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied. See the License for the specific language governing permissions and limitations under the
License.
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2 DCIP FLM Web Service

DCIP will provide a FLM Exchange Web Service that will return the most up to date FLM information for
theater sites supported by their systems. The web service will generate and return a FLM XML message
back to the requestor based upon the supplied parameters. This FLM message will contain data for the
requested sites (locations), including secure devices and their certificate information stored within the
inventory database.

2.1 Web Service Connection Information (Production)
The following information should be utilized to connect to the DCIP Production web service:

URL https://webservice.dcipllc.com/FLMExchange/FImService.svc
User ID (user name supplied by DCIP)
Password (password supplied by DCIP)

2.2 Web Service Connection Information (Test)
The following information should be utilized to connect to the DCIP Test web service:

URL https://webservice.dcipllc.com/FImExchangeTesting/FImService.svc
User ID (user name supplied by DCIP)
Password (password supplied by DCIP)

2.3 Web Service Authorization
Access to the DCIP web service will require authorization provided by DCIP. To request authorization
please send a request to support@dcipllc.com and include the following information:

e Company Name

e Contact Name

e Contact Email

e Contact Phone Number

e Purpose of request / intended use of data

A DCIP support representative will respond with login credentials or with further clarification if
necessary.
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3 Web Service Methods

To accommodate the possibility of large amounts of data transferring over http the design approach is
to divide up the messages so that the volume of data requested is of a manageable size. To
accommodate this, for queries that involve multiple FLMs to be returned, a list of identifier information
is provided that then can subsequently be used to retrieve the “heavier” Facility List Message data on an
individual request basis.

3.1 GetFLM

Returns a single Facility List Message (FLM) for a given facility ID. If the ID passed in is not found the
method returns an exception.

3.1.1 Method Parameters
The following shows the parameter string that could be passed into the GetFLM method.

Sample Parameter String

GetFLM(FacilityID:uri)

See below for sample parameters based on supported URIs.

Example: GetFLM (urn:x-facilitylD:rentrak.com:123456)

The following shows the various types of parameter strings that could be passed into the GetFLM
method, based on the Facility ID type that is sent.

GetFLM Method Types

Sample Parameter Strings

Description

Rentrak urn:x-facilitylD:rentrak.com:101765 Returns FLM data for the facility that is
-OR - associated to the Rentrak ID
rentrak.com:101765 parameter.
DCIP urn:x-facilitylD:dcipllc.com:473 Returns FLM data for the facility that is
-OR - associated to the DCIP Site ID
dcipllc.com:473 parameter.
Regal urn:x-facilitylD:regalcinemas.com:108 Returns FLM data for the Regal
-OR - Cinemas facility that is associated to
regalcinemas.com:108 the facility ID parameter.
Cinemark urn:x-facilitylD:cinemark.com:110 Returns FLM data for the Cinemark
-OR - facility that is associated to the facility
cinemark.com:110 ID parameter.
AMC urn:x-facilitylD:amctheatres.com:763 Returns FLM data for the AMC
-OR - Theatres facility that is associated to
amctheatres.com:763 the facility ID parameter.

All rights reserved
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3.1.2 Exception Messaging
GetFLM(string parameters) Exception Messages

.NET Exception Type

NotSupportedException

Exception Message

'<parameterName>' is not a valid
parameter.

Cause

An unsupported parameter was
submitted to the service.

InvalidCastException

Cannot convert provided Site Id to
an integer.

When using the “dciplic.com:”
parameter, the value submitted
was not a valid integer.

InvalidCastException

Cannot convert provided Site Code
to aninteger.

When using any of the Exhibitor
specific parameters, (currently
‘amctheatres.com’, ‘cinemark.com’,
and ‘regalcinemas.com’) an invalid
integer is submitted.

Exception Unable to retrieve the requested A database error occurred within
data. the DCIP system.

Exception The site requested does not exist in | Site (Theater) data was not found
the DCIP databases. and the request could not be

completed.

Exception The provided Rentrak ID does not When using the “rentrak.com”
have a matching site in the DCIP parameter , Site (Theater) data was
databases. not found for the provided Rentrak

Id.
Exception <VARIES> Internal exceptions

All rights reserved
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3.1.3 GetFLM Sequence Diagram

Facility List Facility List
Management Message Web
Client Service
e 2eryice

| |
| |
[ GetFLM(string) - XmiElement I
h P

- Build FLM[) :XmiElemant
ol

alt parameter

[invalid format]
‘NotSupporedException

[invalid site identifier]

InvalidCastException

er - - |
[site does not exist]
:Exception
R e S —T
XmiElemant
et — - e

S —
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3.2 GetUpdatedFacilityListSince

This method returns a list of facility identifiers for facilities in which data has changed (a new FLM has
been generated) since the date and time indicated by the “since” parameter.

3.2.1 Method Parameters

The following shows the parameter string that could be passed into the GetUpdatedFacilitylDsSince

method.
Method

GetUpdatedFacilityListSince
(since:DateTime)

Sample Parameter String

since:05/01/2009

Example: GetUpdatedFacilityListSince(since:05/01/2009)

3.2.2 Exception Messaging

GetUpdatedFacilityListSince(string parameters) Exception Messages

.NET Exception Type

Exception Message

Cause

NotSupportedException '<parameterName>'is not a valid An unsupported parameter was

parameter. submitted to the service.

InvalidCastException Invalid date provided. An invalid date was provided for
the “since” parameter.

Exception Unable to retrieve the requested A database error occurred within

data. the DCIP system.

Exception Exhibitor was not found. When an exhibitor is provided in
addition to the “since” parameter
and does not exist in the DCIP
system. Currently, the only
supported exhibitor parameters
are: ‘amctheatres.com’,
‘cinemark.com’, and
‘regalcinemas.com’.

Exception <VARIES> Internal exceptions

All rights reserved
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3.2.3 GetUpdatedFacilityListSince Sequence Diagram

O O

Facility List Facility List
Management Message Web
Client Service
Lhent aervice

| |
| |
1 GetUpdatedFacilityListSince(sting) :SiteListType |

[
o

GetlUpdatedFacilityl DsSinca(date Time) :FLMSite StatusCollection

i BuildFimSiteList{(FLMSite StatusCollection) :FLMSiteList

altresult

[sites hawve change]
:SitelistType

:no sites have changed exception

.::{ _______________________________________

‘invalid date format exception

.::{ _______________________________________
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3.3 GetFacilityList
This method returns a list of all facility identifiers for facilities within the DCIP system that has at least
one auditorium converted or planned for conversion.
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If the DCIP system does not contain any facilities to return any results, the method returns an exception.

3.3.1 Method Parameters
The following shows the parameter string that could be passed into the GetFacilityList method.

Method Sample Parameter String

GetFacilityList( ) < None >

Example: GetFacilityList( )

3.3.2 Exception Messaging
GetFacilityList() Exception Messages

.NET Exception Type Exception Message Cause

Exception Unable to retrieve the requested A database error occurred within
data. the DCIP system.

Exception <VARIES> Internal exceptions

3.3.3 GetFacilityList Sequence Diagram

O o

Facility List Facility List
Management Message Web
Client Service

senyice

GetAllFacilitylds{) :FLMS#eStatusCaollection
L

i BuildFimSite List{FLMSite StatusCollection) :FLMSiteList

I
I
1 GetFacilityList() :SiteListType .

fine

‘SitelistType
o — e T e
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4 Appendix

4.1 Site List Type

4.1.1 FLM Site List Example

<SiteListType xmins:i="http://www.w3.0rg/2001/XMLSchema-instance" xmIns="http://dcipllc.com/2009/07/SiteList">
<Originator>urn:uri:dcipllc.com</Originator>
<SystemName>EXTWAO06</SystemName>
<DateTimeCreated>2010-02-17T10:16:48.6880708-06:00</DateTimeCreated>
<SiteUriList>
<SiteUri>urn:x-facilitylD:amctheatres.com:2817</SiteUri>
<SiteUri>urn:x-facilitylD:amctheatres.com:260</SiteUri>
<SiteUri>urn:x-facilitylD:amctheatres.com:262</SiteUri>
<SiteUri>urn:x-facilitylD:amctheatres.com:7</SiteUri>
<SiteUri>urn:x-facilitylD:amctheatres.com:2571</SiteUri>
<SiteUri>urn:x-facilitylD:amctheatres.com:268</SiteUri>
<SiteUri>urn:x-facilitylD:regalcinemas.com:1943</SiteUri>
<SiteUri>urn:x-facilitylD:regalcinemas.com:1995</SiteUri>
</SiteUriList>
</SiteListType>

4.1.2 Site List Type Schema

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmIns="http://dcipllc.com/2009/07/SiteList" xmIns:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://dcipllc.com/2009/07/SiteList" elementFormDefault="qualified" version="0.0.1" id="SiteListType">
<xs:element name="SiteList" type=" SiteListType"/>
<xs:complexType name=" SiteListType">
<xs:sequence>
<xs:element name="0Originator" type="xs:anyURI"/>
<xs:element name="SystemName" type="xs:string"/>
<xs:element name="DateTimeCreated" type="xs:dateTime"/>
<xs:element name="SiteUriList">
<xs:complexType>
<xs:sequence>
<xs:element name="SiteUri" type="xs:anyURI" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:schema>
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4.2 Sample FLM Response

e Note: This is just a sample of the top portion of a standard SMPTE DCinema Facility List Message
[SMPTE 430-7]. For additional specifications and schema definitions see SMPTE Standard 430-3 D-
Cinema Operation-Generic Extra-Theatre Message Format [SMPTE 430-3], SMPTE DCinema Facility
List Message and DCIP Facility List Message Non-Critical Extension [DCIP FLM].

<DCinemaSecurityMessage xmiIns="http://www.smpte-ra.org/schemas/430-3/2006/ETM" xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<AuthenticatedPublic Id="AuthenticatedPublicld">
<Messageld>urn:uuid:50728696-cece-46b3-9d28-07ad3b1ee1de</Messageld>
<MessageType>http://www.smpte-ra.org/schemas/430-7/2008/FLM</MessageType>
<AnnotationText>DCIP FLM Exchange</AnnotationText>
<IssueDate>2010-02-17T10:42:06.1499846-06:00</IssueDate>
<Signer>
<X509IssuerName xmIns="http://www.w3.0rg/2000/09/xmldsig#">DigiCert High Assurance CA-3</X509IssuerName>
<X509SerialNumber xmiIns="http://www.w3.0rg/2000/09/xmldsig#">074FA0BB974C469F AE1A993BOECD4DO0E</X509SerialNumber>
</Signer>
<RequiredExtensions>
<FLMRequiredExtensions xmIns="http://www.smpte-ra.org/schemas/430-7/2008/FLM">

</FLMRequiredExtensions>
</RequiredExtensions>
<NonCriticalExtensions>
<FLMNonCriticalExtensions xmIns="http://www.dcip.com/schemas/430-7/2009/flm_ext">

</FLMNonCriticalExtensions>
</NonCriticalExtensions>
</AuthenticatedPublic>
<AuthenticatedPrivate Id="AuthenticatedPrivateld"></AuthenticatedPrivate>
<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">

</Signature>
</DCinemaSecurityMessage>
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